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Abstract—Current medical device software update cycles re-
quire months to complete, creating fundamental incompati-
bilities with modern cybersecurity threats that emerge within
hours and leave life-critical devices vulnerable to rapidly evolv-
ing attacks. We address this temporal mismatch by proposing a
cybersecurity moonshot initiative focused on automated insulin
delivery (AID) technologies that could compress update cycles
from months to days while maintaining regulatory compliance
and patient safety standards. Through systematic analysis of
AID ecosystems using the National Academies’ ten Cyber Hard
Problems [1], we identify unique constraints and opportunities
where targeted cybersecurity innovation may be especially
feasible and impactful.

We propose an initiative to develop and field a develop-
ment and testing pipeline to drastically accelerate AID system
patching development through fully- and semi-automated ver-
ification engines, pre-validated testing frameworks approved
by the U.S. Food and Drug Administration as Medical Device
Development Tools, and digital twin validation networks. This
work suggests a path to rapid updates for life-critical medical
devices without compromising safety or regulatory compliance,
establishing a replicable, generalizable framework for rapid
threat response in cyber-physical systems.

Index Terms—cybersecurity, healthcare, type 1 diabetes, auto-
mated insulin delivery, medtech, software updates

1. Introduction

Medical devices represent a critical frontier where cyber-
security innovation can address fundamental challenges in
cyber-physical system security. Automated insulin delivery
(AID) systems for type 1 diabetes (T1D) management are
an excellent candidate for a cybersecurity “moonshot” ini-
tiative: the technologies are robust, and existing ecosystems
possess the stakeholder alignment and regulatory clarity
necessary to develop transformative cybersecurity solutions.
Development toolchains, best practices, and lessons learned
from this tightly-scoped exercise can later be general-
ized, with additional work, to other cyber-physical systems,
achieving advances in automated threat response and secure
update mechanisms without requiring new legislation, policy
shifts, or changes to existing organizational structures.
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Figure 1. Closed-loop automated insulin delivery (AID) components: con-
tinuous glucose monitor (CGM), insulin pump, and control algorithm.

An estimated 1.8 million people in the United States
live with type 1 diabetes [2]. Diabetes management and
treatment have matured dramatically since insulin was dis-
covered in 1921, and innovation continues to the present day.
Digital technologies, particularly for glucose monitoring and
insulin delivery, have improved the lives of people with
diabetes [3]. Advances in medical technology continues to
improve health outcomes while driving economic develop-
ment [4].

Despite its value, medical technology advances—
including in AID systems—often fail to reach the people
who need them. This is in part due to the long time
needed to develop and test safety-critical systems, and in
part due to the difficulty in commercialization [5]. Medical
system development and distribution lag behind consumer
technology. In one industry survey, 92% of digital health
decision makers said that medical device manufacturers
“must operate more like consumer technology companies
and deliver solutions more quickly” [6].

Among the forefront of innovation in insulin-requiring
diabetes care are automated insulin delivery (AID) systems,
which combine technologies that measure glucose levels
with automatic insulin delivery based on those measure-
ments and the calculations of an algorithm. A simplified
system diagram of this control loop is shown in Figure 1.
A major reason we call for the use of AID systems as a
representative sample are due to their simultaneous sim-
plicity and complexity: an AID system is simple enough
that interoperability can be explicitly addressed by because
there are few manufacturers controlling the vast majority



of market share,' and complex enough to admit much more
functionality, even to the point where the continuous glucose
monitor (CGM) and the insulin pump do not have to be
explicitly interoperable, letting an intermediary app (e.g.,
running on a smartphone) act as a translation layer. This
combination is a starting point for testing solutions that can
be adapted to both simpler and much more complex systems.

There is a major stumbling block in rapid update devel-
opment: the critical “software understanding gap” [8], [9],
which needs specific challenge problems and benchmarks
to resolve. To that end, we use the National Academies
of Sciences, Engineering, and Medicine (NASEM)’s 2025
list of Cyber Hard Problems as a framework to systemati-
cally analyze the cybersecurity frontier of AID systems and
present practical AID solution innovation opportunities [1].
Using these problems as motivation and guidance, we pro-
pose an ambitious research program “moonshot” to solve
for the cybersecurity fundamental challenges in AID. We
suggest that a moonshot focused on AID tech will offer a
concrete use case to demonstrate radical improvements. AID
systems offer a proving ground for rapid testing of software
updates for safety, efficacy, and performance in safety-
critical cyber-physical systems, pioneering mechanisms that
can be subsequently generalized and expanded to other
safety-critical devices and systems. If successful, solving
Cyber Hard Problems within the AID system use case will
yield incentive-compatible benefits for many stakeholders.

There are six goals for the moonshot: (1) provide in-
creased trust and decreased disease burden for people living
with type 1 diabetes; (2) decrease incumbent medical device
manufacturers’ (MDMSs’) costs per feature, increasing share-
holder value; (3) reduce the barriers for new MDM entrants;
(4) increase regulatory review quality while decreasing regu-
latory burden; (5) provide an exemplar for other medical de-
vice technology or critical infrastructure and cyber-physical
systems (CPS) to follow; and (6) accelerate development of
all life-saving or life-protecting medical devices, so that as
soon as technology is available, people can receive it.

The remainder of the paper is organized as follows. Sec-
tion 2 describes the current state of cybersecurity in diabetes
technology and AID. In Section 3, we summarize each of
the National Academies’ list of Cyber Hard Problems [1]
and describe how AID tech currently aligns with them. We
outline a moonshot initiative to demonstrate an automated
secure software update testing pipeline in AID tech as an
exemplar model for other medical devices and systems in
Section 4 and conclude in Section 5.

2. Background and Related Work

Current pace of the AID tech development lifecycle.
Commercial AID systems have undergone extensive, formal
regulatory evaluations and compliance processes as a pre-
requisite for market entry. These regulatory requirements

1. Currently, there are only five major commercial AID systems available
in the United States: Tandem Control-IQ+, Medtronic MiniMed 780G,
Insulet Omnipod 5, Beta Bionics iLet, and Sequel twiist [7].

include secure development, testing, risk assessment, and
ongoing maintenance for vulnerabilities [10]. Historically,
the development, validation, and distribution of software
updates in diabetes technology have been slow and bur-
densome on manufacturers. One vendor previously had a
9-month test pipeline, a desire for 12 days, and is currently
at 90 days [11]. This is in part a result of regulatory evo-
lution based on a historical industry of medical devices as
hardware. Until recently, MDMs had a disincentive to make
significant updates to software. However, the U.S. Food
and Drug Administration’s (FDA) updated software and cy-
bersecurity guidance now clearly require software updates.
For example, 2016 postmarket cybersecurity guidance asks
MDMs to publish the existence of a vulnerability, interim
mitigations, and a remediation plan “as soon as possible but
no later than 30 days after learning of the vulnerability” and
to fix, validate, and distribute the fix “as soon as possible but
no later than 60 days after learning of the vulnerability” [12].

Cybersecurity and safety in T1D tech. There is an
established history of security researchers evaluating med-
ical technology and finding flaws, including in continuous
glucose monitors (CGM) [13] and insulin pumps [14]. For
more than a decade, researchers have identified threats and
vulnerabilities in the cybersecurity of connected diabetes
devices [15]. Demonstrations of vulnerabilities and inse-
curities have gained the attention of researchers [16]-[18].
Nazzal, Alalfi, and Cordy surveyed techniques for verifying
and validating artificial pancreas systems (APS), with a
particular focus on model-based and formal methods, to
address the critical safety and security challenges posed by
these devices [16]. Others have evaluated the reinforcement
learning components of APS [19]. In 2025, another team
reviewed the security landscape of AID systems, analyzing
technical vulnerabilities, legal frameworks, and commercial
product considerations, alongside a detailed examination of
attack vectors and existing defense mechanisms to identify
gaps and propose future research directions for securing
AID devices [17]. Complimenting academic scholarship is
a robust and growing community of people are building and
experimenting with do-it-yourself T1D closed-loop technol-
ogy, often at a development pace faster than medical device
manufacturers can achieve [20].

Commercial technologies such as web browsers have
established rapid release cycles which decreases the time
software is vulnerable to known bugs. This success is
motivational that a similar outcome could be achieved in
T1D AID software. Eclipse, a widely used, open-source
integrated development environment, moved from annual
to quarterly software releases and has found this change
to provide more stable bug handling [21]. Google Chrome
releases major software updates every six weeks, with minor
updates (including security patches) occurring every two
to three weeks. Firefox releases major updates every 4
weeks, a steady decline from 16 weeks in 2011 [22]. Minor
updates, including security and stability fixes, are released as
needed between major releases. Rapid release cycles for life-
or-death cyber-physical systems exist as well. Automotive
manufacturers have developed the capability of deploying



software updates over the air, with awareness and clearance
from automobile regulators [23].

People with diabetes consider trustworthiness of technol-
ogy as an important factor for adoption and use [24]. While
security is frequently considered eventually, at least one
open source project for trustworthy automated insulin in-
sulin delivery has security as a primary design element [25].

To accelerate the development of AID features for peo-
ple living with type 1 and insulin-requiring type 2 diabetes,
the software testing pipeline must be accelerated to the
speed of consumer technology without compromising trust-
worthiness or device performance. Some of the slowness
in shipping software features is due to historical regulatory
requirements and therefore incumbent MDM processes and
systems. The remainder may be attributed to fundamental
challenges of securing cyber-physical systems.

3. Alignment with Cyber Hard Problems

In 2023, the U.S. Office of the National Cyber Di-
rector (ONCD) sponsored a consensus study at the Na-
tional Academies of Sciences, Engineering, and Medicine
(NASEM) to identify key problems for cyber resiliency [1].
The final report was released in 2025 and included ten “un-
solved technical and research problems for which progress
toward solution would have a significant impact on the prac-
tical security of cyber systems.” In this section, we describe
aspects of the state of AID tech software updates with regard
to each of the NASEM Cyber Hard Problems [1], including
how these problems are being considered and addressed.

Each subsection below corresponds to one of the Cyber
Hard Problems and offers three parts: (1) a summary of the
problem as presented in the NASEM report, (2) a discussion
of how this problem manifests and is relevant in the AID
technology ecosystem, and (3) the unique opportunities the
T1D use case presents for addressing the hard problem.

3.1. Risk Assessment and Trust (CHP1)

CHP1 addresses the fundamental challenge that it is
difficult to reliably evaluate the inherent cybersecurity prop-
erties of a cyber system, and that residual risks remain
even after security engineering is complete. Unlike physical
systems where properties like tensile strength can be reliably
measured and predicted, cyber systems lack reliable secu-
rity properties and metrics, making it nearly impossible to
assess vulnerabilities directly, predict attack consequences,
or establish appropriate trust levels. This problem is com-
pounded by the non-stochastic nature of cyber risk, hidden
correlations in supply chains, and the difficulty of measuring
security improvements, creating a measurement conundrum
where the inability to assess security impairs investment in
better security practices.

Relevance to AID Tech: Because AID technology is
subject to FDA regulatory oversight, risk assessment is
standard practice for commercial devices. While FDA cy-
bersecurity guidance has improved risk assessment prac-
tices, AID tech MDMs have varying levels of experience

with cyber risk: vulnerabilities in software, exposure via
wireless interfaces, supply chain compromises, and more.
As the NASEM report emphasizes, risk assessment must
encompass vulnerability surfaces, operational consequences
of failures (including impacts to the users, e.g., the potential
for device errors leading to hypoglycemia, and business
impacts such as stock price [26]), and the characteristics
of emerging threats like sophisticated adversaries.
Researchers found that threat modeling for medical de-
vices poses unique challenges, particularly when integrating
safety considerations [27]. For these critical devices, trust-
worthiness must be established and maintained over time
through transparency, robust performance under stress, and
responsive patching when vulnerabilities are discovered. For
example, systems like Tandem’s Control-IQ and Medtronic’s
SmartGuard include layered risk mitigations that anticipate
both clinical and cyber-physical failure modes [28].
Opportunity in AID Tech: The AID, especially T1D,
ecosystem has unique advantages for advancing risk assess-
ment and trustworthiness establishment because it features
well-established companies, innovative regulatory environ-
ments, highly active user populations, and immediate feed-
back loops for software testing. Most importantly, cleared
medical products represent existing risk tolerance baselines
that could provide reference points for developing and val-
idating improved methods of risk assessment and trustwor-
thiness establishment in cyber-physical medical systems.

3.2. Secure Development (CHP2)

CHP2 addresses the problem of insufficient reliable
practices for verifying that software and firmware compo-
nents satisfy their intended security requirements. According
to the NASEM report, the core problem is that secure
development is perceived as costly, time-consuming, and
producing unmeasurable results, creating counter-incentives
for development organizations. This is compounded by the
difficulty of specifying clear security requirements in the
first place, and the need to repeat (potentially lengthy)
evaluation processes as systems evolve. Without advances in
secure development practices, system developers are forced
to accept limits on capability and complexity for systems
deployed in consequential circumstances, or conversely, ac-
cept security risks when deploying more capable systems.

Relevance to AID Tech: Secure development is a
central concern in the design and evolution of AID tech-
nologies, which operate as cyber-physical systems (CPS)
with life-critical functions. Modern diabetes tech devices
are software-driven and rely on wireless protocols, cloud
services, and, increasingly, mobile apps on patients’ smart-
phones to provide real-time feedback and automate insulin
delivery. This complexity exposes them to cybersecurity
threats ranging from unauthorized wireless access to manip-
ulation of firmware. Recent vulnerabilities have illustrated
these risks: in 2019, the FDA issued a recall for certain
Medtronic MiniMed pumps due to unpatchable flaws in
their wireless communication systems [29]. In response
to such challenges, manufacturers have begun integrating



practices such as cryptographic signing of firmware, secure
boot mechanisms, and authenticated over-the-air updates.
Tandem’s t:slim X2 pump, for example, was the first in-
sulin pump to receive FDA approval for remote software
updates—an important milestone in medical device software
lifecycle management [30].

Regulatory bodies have increasingly pushed for formal
cybersecurity integration, with recent FDA guidance re-
quiring medical device developers to implement a secure
product development lifecycle, document threat modeling,
produce Software Bills of Materials (SBOMs), and include
plans for postmarket patching [10]. These trends reflect an
ongoing shift toward treating secure development not as
an afterthought, but as a continuous, integral part of the
lifecycle of AID technologies—essential for preserving trust
and safety in increasingly interconnected systems [31], [32].

Opportunity in AID Tech: AID devices offer several
advantages for advancing secure development practices rel-
evant to automated software updates. The continuous, high-
frequency interaction between users and devices creates
natural opportunities for rapid detection of development
flaws that might compromise update mechanisms. Unlike
medical devices used sporadically, device issues could be
quickly discovered and reported by engaged users. The reg-
ulatory framework already requires AID tech manufacturers
to demonstrate secure development lifecycles and postmar-
ket update capabilities, providing a foundation for automated
approaches without additional compliance burdens. Addi-
tional automation could reduce developer burden. The open-
source diabetes community has taken an agile approach to
secure development demonstrating transparent development
practices, with projects like Tidepool Loop demonstrating
how public code review and version control can accelerate
secure development cycles [33].

3.3. System Composition (CHP3)

CHP3 addresses the challenge of securely integrating
larger-scale systems from diverse components and ser-
vices. The problem is that modern systems are assembled
from hundreds or thousands of physical and/or software
components—often drawn from different suppliers with
varying security levels—by architects and developers with
varying knowledge. The goal of secure composition is to
enable reliance on separately made security judgments about
individual components to support efficient judgments about
the composite system. However, there is no comprehensive
science of safe composition to guide integration, nor are
there generally usable tools to validate compliance with
semantic rules that allow safe composition. Success depends
on deep technical properties of both the components and
the design rules for their combination, making it difficult to
achieve aggregate security judgments.

Relevance to AID Tech: A typical AID ecosystem
includes CGMs, insulin pumps, smartphones, cloud-based
analytics, and mobile applications, each potentially devel-
oped, updated, and secured independently. System security
and human safety are emergent properties of the entire

integrated system, which encompasses hardware, software,
machine models and other complex algorithms, and medical
applications, rather than properties that can be validated
at the level of individual components alone. For example,
a vulnerability in a mobile device’s Bluetooth interface
could undermine an otherwise secure pump [34], [35], while
inconsistent data formats or failure modes between a CGM
and a control algorithm could introduce additional hazards.

While modular design enables component-level security
validation, true interoperability requires dynamic behavioral
compatibility that extends beyond simple compositional
modularity. The Tandem ControllQ system’s experience
with the Dexcom G6 to G7 CGM transition exemplifies this
challenge: despite both devices being individually validated
and the system’s modular architecture, unforeseen interac-
tions between the algorithm and the new CGM’s altered
noise profile necessitated recalls and fixes, demonstrating
that secure composition must account for emergent behav-
iors that arise from component interactions under real-world
operational conditions.

Opportunity in AID Tech: To address these issues,
some people in the T1D community have pioneered ap-
proaches that embody the principles of secure composition.
Open-source projects like OpenAPS [36] and Loop [37]
explicitly build composite systems using known, modu-
lar components—glucose sensors, insulin pumps, and mo-
bile controllers—with documented interfaces and version-
specific integration logic. These developments illustrate a
maturing understanding in the T1D domain that secure com-
position is not just a technical concern but a regulatory and
architectural imperative—expanding and reinforcing these
collaborations are critical for safe composition in the service
of safer and more secure diabetes care.

3.4. Supply Chain (CHP4)

CHP4 addresses the challenge of securely developing
and managing large software and hardware systems when
components and services come from diverse, often opaque
sources. System elements can be sourced from vendors,
open-source projects, custom developers, and cloud service
providers, each operating under different rules and stan-
dards. The fundamental difficulty is that integrating system
designers cannot readily and safely leverage this diversity
of required components and services. Commercial suppli-
ers generally do not reveal component details to protect
trade secrets, making sound security assurance judgments
impossible at any stage in the supply chain. Without some
degree of transparency, components may rarely be updated
to address vulnerabilities, and when updates do occur, exten-
sive testing is required to ensure compatibility with existing
system elements.

Relevance to AID Tech: Supply chain security is an
increasingly urgent concern in medical technology, where
both hardware and software components originate from a
wide array of global vendors. Devices are frequently assem-
bled from proprietary components, off-the-shelf hardware



like wireless chipsets, third-party off-the-shelf software li-
braries, and third-party services, including cloud infrastruc-
tures. This diversity complicates efforts to ensure end-to-
end security, particularly when source code, firmware, or
subcomponents are closed or sourced from opaque ven-
dors. Recent research highlights that medical devices of-
ten contain outdated or vulnerable libraries [38]. Without
clear provenance and lifecycle transparency, vulnerabilities
in these supply chains may go unnoticed until exploited.

In response, both regulators and some forward-leaning
AID tech developers are beginning to adopt supply chain
risk management principles. The FDA’s recent premarket
guidance mandates inclusion of an SBOM and emphasizes
the need for secure update mechanisms, component prove-
nance documentation, and end of life component manage-
ment [10]. Open-source T1D projects such as OpenAPS [36]
improve supply chain visibility by exposing every line of
source code and all dependencies to community review. As
devices grow more interconnected and reliant on external
services, the need to build translucency—not necessarily full
transparency—into every layer of the AID supply chain will
be essential for maintaining trust and security.

Opportunity in AID Tech: AID devices offer ad-
vantages for developing automated patch validation across
complex supply chains because they generate continuous
operational data that can help detect component-level is-
sues rapidly after updates. The FDA’s existing SBOM re-
quirements for AID devices provide structured dependency
information that automated patch systems can leverage to
assess update compatibility. The active open-source T1D
community has demonstrated that transparent dependency
management is feasible, while high-frequency user interac-
tion means that supply chain security issues can be discov-
ered and reported quickly, providing essential rapid feedback
loops for validating automated patch deployment strategies.

In general, medical device patch management and de-
ployment can be stymied due to operational environments
and constraints (e.g., hospital operations, in-clinic manage-
ment of technology), but patching challenges may be more
tractable in AID systems in particular. First, some compo-
nents of AID systems are disposable, such as Dexcom’s
15-day CGM. In such cases, “patches” are not changes
to devices “in the field” but rather devices as they are
manufactured and provisioned, meaning patch management
is fully “owned” by the manufacturer, and occurs within
its manufacturing facilities rather than in hospitals. Second,
for non-disposable AID components that do require field
updates, the personal-device nature of these systems offers
deployment advantages over traditional hospital-managed
devices. However, recent incidents (e.g., a Google Play
store configuration change negatively affecting insulin pump
availability and function [39]) highlight that user trust in
software updates remains fragile. Increasing the trustwor-
thiness and completeness of the verification and validation
pipeline through the moonshot would be particularly valu-
able for AID systems, where users must rely on frequent
updates to personal medical devices without the safety net
of clinical oversight.

3.5. Policy Establishing Appropriate Economic In-
centives (CHP5)

CHPS5 addresses the widespread misalignment of eco-
nomic incentives in cybersecurity, where suppliers of cyber
systems are seldom held liable even for poor-quality prod-
ucts, nor are there sufficient rewards for high quality. The
core problem is that cyber systems are opaque and security
attributes are hard to measure, so poor security becomes the
norm since customers cannot effectively distinguish between
good and bad products (a market failure described as the
“market for lemons” [40]). Suppliers have avoided effective
regulation by arguing that accountability would hinder inno-
vation, while many policy initiatives result in weak process-
focused mandates with self-attestation of compliance. This
creates a ‘“‘catch-22” situation where inadequate security
practices impair the potential for warranting results, but
without this potential, there is less incentive to invest in
advancing those practices and tools.

Relevance to AID Tech: Recognizing the direct threat
that vulnerabilities pose to patient safety, regulatory bodies
are actively working to establish economic incentives that
push manufacturers towards a higher standard of cybersecu-
rity. A primary example of this is the FDA’s Section 524B
mandate [41]. This applies to devices with software that can
connect to the internet, and directly impacts manufacturers
of AID technology by requiring them to submit a com-
prehensive plan for postmarket vulnerability management,
demonstrate secure design and development processes, and
provide an SBOM for premarket approval. The economic
incentive here is clear: non-compliance slows or prevents
regulatory approval, effectively barring companies from a
lucrative segment of the medical device industry.

Legal changes would play a role in incentivizing cy-
bersecurity of AID systems. In January 2025, the U.S.
government released proposed changes to HIPAA intended
to strengthen cybersecurity, though these changes are still
being considered [42]. There are grassroots initiatives to
modernize diabetes data rights in the United States [43],
including real-time access to CGM data [44].

Beyond direct regulatory and legal hurdles, the market
itself is beginning to exert its own economic pressure.
Reports indicate a willingness among healthcare buyers to
pay a premium for devices with robust security features, cre-
ating a competitive advantage for manufacturers who invest
proactively in cybersecurity [45]. Conversely, manufacturers
of AID devices that experience highly publicized security
incidents, such as past vulnerabilities in certain insulin
pump systems, face significant reputation damage, potential
liability, and a loss of market share [46]. This dynamic
incentivizes manufacturers to prioritize cybersecurity as a
core component of their product’s value proposition and
brand integrity.

Opportunity in AID Tech: The AID ecosystem presents
unique advantages for demonstrating how aligned economic
incentives can enable rapid automated patching in medical
devices. Unlike many medical device markets where security
failures have delayed consequences, AID device vulnerabil-



ities create immediate, measurable health risks that translate
directly into liability exposure and market consequences for
manufacturers. The engaged T1D user community amplifies
these market forces by quickly identifying and publicizing
security issues, while the existing regulatory framework
provides a foundation for demonstrating that automated
patching systems can satisfy liability and compliance re-
quirements while reducing long-term costs.

3.6. Human-System Interactions (CHP6)

CHP6 addresses the challenge that cyber systems often
present confusing and uninformative human interfaces that
can encourage unsafe behavior, even for expert users [47].
The core problem is that human interfaces for security-
related interactions—ranging from authentication and pri-
vacy control to configuration of access policies and respond-
ing to security alerts—are poorly suited to their purpose.
Inadequate attention to user design for security and privacy,
coupled with failed market incentives and regulation, has led
to growing problems in establishing and maintaining user
security and privacy. This is compounded by the complexity
and nuance of many security-related interactions, with errors
in human interaction being by far the dominant cause of
security breaches. Training and awareness approaches alone
are insufficient and the solution requires design adaptations
to human interfaces and judicious choices regarding opera-
tional workflow structure.

Relevance to AID Tech: Human-system interaction
plays a crucial role in the security and adoption of AID
technologies, especially as these devices become increas-
ingly connected and reliant on user input. The design of
AID software often presumes a baseline of digital literacy
that many patients or caregivers may lack. In a study of
caregivers of children with diabetes, 50% cited “limited
technical skills” as a barrier to adopting open-source AID
systems [48]. Similarly, widespread use of closed systems
without transparency or rigorous user training leaves patients
vulnerable to malicious updates, spoofed apps, or insecure
pairing mechanisms. Effective security for AID tech must
therefore include human-centric design principles and min-
imize the burden on users [49].

Insulin management, especially in type 1, is already
cognitively burdensome, with patients spending an aver-
age of 77 minutes per day actively thinking about their
diabetes [50]. This constant engagement creates both op-
portunities and risks—opportunities for real-time security
prompts and layered authentication—but also risks from
decision fatigue and interface overload. To achieve this,
developers must incorporate insights from social science and
behavioral economics, crafting interactions that make secure
behaviors the path of least resistance such as simplifying
updates, using progressive disclosure for advanced features,
and enabling users to verify system authenticity regardless
of technical expertise.

Opportunity in AID Tech: While automated software
updates should require minimal human—system interaction,
AID users interact with their devices multiple times daily

and have demonstrated comfort with technology, making
them ideal validators for automated update interfaces. The
TID community’s constant engagement provides immedi-
ate feedback on whether automated update notifications,
progress indicators, and error messages are clear and ac-
tionable. This active user base can rapidly identify interface
design flaws that might compromise user trust in automated
security updates, establishing interface patterns directly ap-
plicable to other medical technologies where user confidence
in automated security processes is essential.

3.7. Information Provenance, Social Media, and
Disinformation (CHP?7)

Information provenance refers to maintaining a com-
plete, traceable record of where each piece of information
(or software) originated, how it was modified, and through
what channels it traveled before being shared. CHP7 ad-
dresses both this critical need and the complex challenge
that social media platforms can profoundly affect opinions
across broad populations while enabling precision targeting
at scale to manipulate opinions and perpetrate scams. The
fundamental problem is the proliferation of disinformation
and the potential degradation of trustworthiness and relia-
bility of online media. Without a focused effort on detecting
trustworthy data and information, the integrity of online
information ecosystems remains at risk.

Relevance to AID Tech: This problem intersects crit-
ically with AID tech through the information ecosystems
that patients, caregivers, and clinicians rely on for decision-
making and support. TID management today is highly
digital, with individuals turning to social media platforms,
YouTube tutorials, patient forums, and Reddit communities
for real-time advice on device settings, troubleshooting, and
algorithm tuning. While these platforms foster empower-
ment and shared learning, they also introduce significant
risks in the form of misinformation, unverified medical
claims, and misleading portrayals of unapproved modifica-
tions to insulin delivery systems. For example, recent studies
have documented how platforms such as TikTok propagate
erroneous diabetes management tips and promote off-label
or unsafe practices under the guise of community shar-
ing [51]. Without mechanisms to establish the provenance of
health information patients may be left unable to distinguish
between trustworthy and dangerous content.

The T1D open-source community offers an instructive
case in navigating misinformation risks. Projects like Ope-
nAPS and Loop maintain rigorous documentation, change
logs, and peer-reviewed technical write-ups to ensure that
shared guidance can be traced to original, identifiable con-
tributors.

Opportunity in AID Tech: For AID technologies,
solving CHP7 means not only addressing technical media
provenance (e.g., signed updates with verifiable chain-of-
custody; see also Section 3.4) but also investing in digital
health literacy. Manufacturers and advocacy groups are be-
ginning to engage actively on social platforms to counter
disinformation and elevate vetted resources.



3.8. CPS and Operational Technology (CHPS)

CHPS addresses the unique vulnerabilities of cyber-
physical systems (CPS) that include operational technol-
ogy used in manufacturing, civil infrastructure, and trans-
portation, as well as Internet of Things technology used
in telecommunications, homes, and industrial controls. The
core problem is that CPS are both vulnerable and conse-
quential. They are vulnerable because they have historically
operated offline and inherited engineering traditions with
lower security standards than IT systems, often lacking
access pathways for updates and offering attack vectors
via audio, network, and physical access. They are conse-
quential because they serve as the control fabric for civil
infrastructure, industrial controls, manufacturing systems,
and embedded national security systems. The challenge is
compounded because secure design of CPS requires both
hardware and software expertise, meaning fewer trained pro-
fessionals. Moreover, real-time control requirements create
complex interdependencies that complicate re-engineering
for security and resilience.

Relevance to AID Tech: AID technology exemplifies
the cybersecurity challenges inherent in CPS, where the
integration of sensors, actuators, and computing elements
creates complex attack surfaces that can directly impact
patient safety. Modern AID devices operate as sophisticated
CPS networks: continuous glucose monitors use subcuta-
neous sensors to measure interstitial glucose levels, insulin
pumps employ mechanical actuators to deliver precise med-
ication doses, and AID systems combine these components
with control algorithms that make real-time therapeutic de-
cisions (see Figure 1). Unlike traditional IT systems where
failures typically result in data loss or service disruption,
vulnerabilities in AID CPS can lead to immediate, life-
threatening consequences such as severe hypoglycemia or
diabetic ketoacidosis. The operational technology aspects
of these systems—including wireless communication pro-
tocols, embedded firmware, and real-time control loops—
were often designed with assumptions of software and net-
work isolation that no longer hold true as devices become
increasingly connected to cloud services, healthcare net-
works, and general-purpose smartphones. The challenge is
compounded by the real-time operational requirements of
diabetes management, where system reboots or temporary
service interruptions are not generally acceptable.

Opportunity in AID Tech: The unique integration of
real-time sensing, actuation, and control algorithms in AID
technology presents a significant opportunity for advancing
CPS security. The high-stakes environment where cyber
vulnerabilities have direct, life-threatening consequences ne-
cessitates robust and innovative security solutions that push
boundaries beyond traditional IT security paradigms [52].
The critical requirement for continuous operation compels
the creation of novel security measures that ensure both
resilience and availability, while regulatory emphasis on
secure design principles provides structured impetus for re-
search and development, making AID technology a proving
ground for engineering secure and resilient CPS.

3.9. AI and Emerging Capabilities (CHP9)

CHP9 addresses the challenges of contemporary Al
systems representing technologies with difficult-to-predict
safety and security ramifications. The core problems include
dependence on often poorly curated training data, the opac-
ity of neural networks that makes behaviors unpredictable,
the stochastic nature of outputs that can be inexact and
untrustworthy, and an extraordinarily broad attack surface
encompassing training data, network architecture, and oper-
ational inputs. The challenge is compounded by automation
bias and the violation of core security principles when
generative Al systems use the same input pathways for both
trusted instructions and untrusted data.

Relevance to AID Tech: People with diabetes must
make management decisions in their diet and medication
based on the trajectory of their blood sugar levels over
time [53]. Modern AID systems rely on complex algorithms,
often incorporating machine learning (ML), to predict glu-
cose excursions and adjust insulin delivery. This inherent
complexity, coupled with the statistical nature of these mod-
els, leads to a degree of opacity, making it difficult to fully
audit the decisions made by software. The performance of
these systems is heavily dependent on extensive and diverse
training data, and any biases or gaps can lead to unpre-
dictable or unsafe patient outcomes (e.g., hypoglycemia or
hyperglycemia), and is therefore a critical concern in a high-
consequence setting like T1D management.

To address these issues, progress in AID technology
necessitates the development of robust safety frameworks
specifically tailored to the unique risks of AID systems
incorporating machine models, including mechanisms for
ensuring data integrity and model robustness against mis-
takes and attacks. Furthermore, there is a growing imperative
for model architectures that integrate structured reasoning
alongside purely statistical prediction, allowing for inter-
pretable and explainable Al decisions [54], which can foster
greater trust and facilitate clinical oversight. Finally, the
implementation of external guardrails and independent over-
sight mechanisms is crucial to constrain the behavior of ML-
powered AID systems, ensuring they operate within safe
physiological parameters and adhere to established clinical
guidelines, especially as software updates introduce new
algorithmic iterations that could potentially alter system per-
formance in unforeseen ways. The FDA is actively exploring
methods to identify and tag medical devices incorporating
advanced ML/AI, including large language models (LLMs),
to promote transparency and facilitate appropriate regulatory
review [55].

Opportunity in AID Tech: The challenges of ML-
enabled AID systems create dual opportunities. First, the
continuous operational data from AID devices enables de-
velopment of robust validation frameworks for ML algo-
rithm updates, allowing real-time assessment of whether
algorithmic changes maintain safety bounds and clinical
efficacy. Second, this same high-frequency data stream
presents unique opportunities for developing AI/ML-driven
automated patch validation systems. The well-defined thera-



peutic targets of maintaining glucose in range provide clear,
quantifiable metrics that machine models can monitor to
validate that patches, whether addressing ML components
or other system elements, have not introduced functional
regressions or safety issues. Real-time validation capability
is essential for automated patch deployment, as it enables
systems to automatically roll back updates if performance
degrades, establishing a framework applicable to other med-
ical technologies where automated verification of update
safety is critical for enabling rapid response to cybersecurity
threats while managing the complexities of ML-enabled
systems.

3.10. Operational Security (CHP10)

CHP10 addresses the challenge of maintaining security
in increasingly pervasive large-scale systems where users
have little insight beyond vendor self-attestation into the
state of security configuration. The problem encompasses
prevention, detection, response, and recovery, all of which
require significant planning, cost, constant practice, and
comprehensive knowledge of networks and applications. As
systems grow in scale and interconnection, many organiza-
tions struggle with expensive and error-prone detection and
response, particularly with recovery from attacks.

Relevance to AID Tech: The operational security chal-
lenges in AID technology mirror those of large-scale cyber
systems, where the complexity and interconnectedness of
devices, cloud services, and data analytics platforms cre-
ate significant challenges for maintaining security visibility
and incident response capabilities. Modern AID ecosystems
operate across multiple operational domains: glucose data
flows from sensors through mobile applications to cloud-
based analytics platforms, insulin delivery commands tra-
verse from algorithmic controllers to pump hardware, and
software updates propagate from manufacturer servers to
patient devices—often with limited visibility for patients,
caregivers, or even healthcare providers into the security
posture of these distributed systems [56]. The operational
security burden is further complicated by the diverse stake-
holder ecosystem, where device manufacturers, cloud ser-
vice providers, mobile app developers, and healthcare sys-
tems each maintain separate security operations with varying
levels of maturity and coordination. Unlike enterprise IT
environments where security teams have centralized moni-
toring and control, AID operational security relies heavily
on vendor self-attestation and fragmented incident response
capabilities that may not adequately address the speed and
sophistication of modern cyber threats.

Cybersecurity detection, response, and recovery capa-
bilities in AID operational environments face unique con-
straints that distinguish them from traditional cybersecurity
operations. The life-critical nature of diabetes management
means that defensive actions such as device isolation, service
interruption, or system rollbacks—common responses in
enterprise security—may pose greater risks to patient safety
than the original security incident [57]. The 2019 Medtronic
pump vulnerability exemplified these operational security

challenges: while the manufacturer could detect potentially
malicious wireless communications, the inability to remotely
patch affected devices left patients and providers with lim-
ited options beyond manual device replacement—a recovery
process that took months to complete and required extensive
coordination between manufacturers, healthcare providers,
and patients. Recent initiatives such as the Medical Device
and Health IT Joint Security Plan (JSP2) represent efforts
to establish industry-wide operational security standards, but
implementation remains uneven across the AID technology
landscape, particularly for smaller manufacturers and legacy
device ecosystems [58].

Opportunity in AID Tech: The intricate, distributed na-
ture of AID technology ecosystems presents an opportunity
to pioneer advanced operational security paradigms. The
fragmented visibility and reliance on vendor self-attestation
within these multi-stakeholder environments underscore the
critical need for novel, transparent security solutions that
extend beyond traditional enterprise models. The life-critical
aspect of T1D management compels the development of
innovative detection, response, and recovery strategies that
prioritize patient safety and device availability. This press-
ing constraint fosters research into “warm” recovery mech-
anisms, in-situ patching, and anomaly detection systems
that can provide real-time threat mitigation without com-
promising therapeutic continuity. Furthermore, the inherent
challenges associated with legacy device support and the
diverse maturity levels of security operations across the AID
technology landscape create a fertile ground for establishing
and validating industry-wide operational security standards.
Consequently, AID systems for insulin-requiring people
with diabetes serves as a crucial testbed for developing
resilient, continuously monitored, and highly coordinated
operational security frameworks that can be adapted to other
cyber-physical systems (including other medical devices)
where uninterrupted functionality is paramount.

4. A Moonshot for Automated, Secure AID
Software Update Pipelines

We propose a moonshot to demonstrate a progressively
automated, inexpensive, safe, secure, and FDA-qualified
testing pipeline for AID software updates A moonshot aims
to achieve an ambitious, concrete goal to dramatically re-
duce the need for human decision-making in software update
pipelines for AID systems on the market.

As a general goal, the testing pipeline will be increas-
ingly automated within widening boundaries, starting with
tightly-scoped cases and generalizing as more data is col-
lected regarding the resulting level of assurance. In other
words, automation becomes the focus of developers’
work, and their role shifts from performing the assurance
to assessing the safety and performance of automated as-
surance (e.g., via stratified sampling and manually checking
edge cases).

Based on our analysis in Section 3, we conclude that
this moonshot represents a radical yet feasible solution to



an important problem [59]. In this section, we character-
ize the performance criteria for the moonshot, the current
bottlenecks, and the technical and regulatory innovations
necessary to meet the performance criteria.

4.1. Moonshot Success Criteria

To define tangible success metrics, we draw from
Heilmeier Catechism (originally used at the Defense Ad-
vanced Research Projects Agency [60] and recently adopted
with elaboration by the Advanced Research Projects Agency
for Health (ARPA-H) [61]), which suggests outlining
midterm and final “exams” to check for success in addition
to estimates of cost, duration, and risks. The following
subsections address each requirement.

Validation Approach and Success Metrics. Validation
of the moonshot approach must occur through a collabora-
tive demonstration of the pipeline’s performance, together
with willing incumbents, their regulator (i.e., FDA), other
stakeholders (e.g., clinicians, patients), third-party technical
experts, and moonshot organizers.

In practical terms, the automated testing pipeline must
be adoptable by current AID tech incumbents, tolerable to
decision-makers, and more secure than today. We suggest
three categories of performance: business, regulatory, and
cybersecurity. Business success includes adoption by tech
manufacturers (i.e., the pipeline actually becomes usable
and in use), business benefits from adoption (e.g., return
on investment). Regulatory success implies that the pipeline
is acceptable by FDA as a replacement for current pipelines,
and that regulators would recommend the approach for
other medical devices. Cybersecurity success would include
increasing the security of AID systems. In Table 1 we offer
specific, measurable metrics for success. Below the table, we
offer more descriptions of the categories and measurement
approaches for each. Following this section, we discuss con-
trol criteria that must be controlled for while measuring the
success of the moonshot. Precise metrics reflect pragmatic
targets that balance feasibility and ambition.

Business Success Criteria (“No-Brainer” Adoptable by
Incumbent AID Device Manufacturers):

e Adoptable by at least three of the current on-
market AID tech manufacturers and devices (i.e.,
pipeline applies to Tandem, Abbott, Insulet, Dex-
com, Medtronic’s tech stacks), as measured by busi-
ness transactions and use of the pipeline.

o Significant value proposition. Project at least 10x re-
turn on investment within three years of adoption, in-
cluding at least a 90% reduction in postmarket soft-
ware testing costs and time, while simultaneously
improving device security posture. As measured by
an ROI model, ROI estimates and projected deltas in
benchmarks of software validation and verification
speed, quality, and business costs.

e Reduce incumbents’ regulatory uncertainty and in-
crease the predictability of FDA’s acceptance of soft-
ware updates, as measured by FDA’s qualification of
the pipeline.

o Promise of continued innovation. Viable business
model supports sustaining the pipeline over life-
time of medical devices. Is not proprietary to, or
customized for, specific medical device architec-
tures, as measured by adoption by multiple incum-
bents with different architectures. Vendors (includ-
ing open-source tool integration vendors) exist to
sell, license, and maintain the pipeline over time.
There are viable on-market products with revenue-
generating, profitable businesses.

Regulatory Success Criteria (Qualified Medical Device
Development Tool):

o FDA acceptance of Medical Device Development
Tools (MDDT) qualification [62] for core pipeline
components; demonstration of regulatory pathway
for day-scale security updates; establishment of
precedent for continuous validation approaches in
life-critical medical devices; no foreseeable increase
in unacceptable failure (i.e., silent irreversible, or
severe harm).

Cybersecurity Success Criteria:

« Solves Cyber Hard Problems, as measured by exter-
nal expert observers’ feedback (e.g., through inter-
views or focus groups with representatives from the
original NASEM panel).

e AID tech improves quickly, as measured by the in-
creased speed of software updates, from conception
to deployment.

o New entrants (e.g., startups building a new CGM)
can rely on the pipeline to reduce cybersecurity un-
certainty, as measured by interviews with CEOs and
CTOs of devices that are in premarket development.

o The pipeline should be publishable and publicly
auditable while maintaining its security [63].

o Automated test generation covering >95% of device
functionality; validation time reduction of >90%
compared to current manual processes; minimal
false negatives in security vulnerability detection
during demonstration scenarios.

o The pipeline results in a demonstrated improvement
in time-to-deployment for critical security patches;
maintained or improved user trust in device security
and reliability.

4.1.1. Control Criteria and Risks. The Moonshot pipeline
will do no harm, adhering to the principles of the Hip-
pocratic Oath for Connected Medical Devices [64]. The
success of the moonshot will be judged based on a mea-
surable positive effect on control criteria and reduction in
unintended consequences.

System-level failure detection. The moonshot pipeline
should not decrease the overall system’s ability to detect and
resolve failure. By overall system, we mean MDMs, regu-
lators, adverse event surveillance, and users. The moonshot
will not introduce the possibility of “silent” failures.



Business Success Metrics Regulatory Metrics

Cybersecurity Metrics

Adopted by >3 incumbents

Qualified as MDDT by FDA

Increase security of AID systems

High expected ROI

Regulatory NPS >90%

Solve NASEM Cyber Hard Problems

Increased speed of testing patches Fewer recalls

Lower time-to-deployment for critical patches

Lower cost of market entry

Simplified software review

Increase quality of new software

Reduced regulatory uncertainty

Automated testing >95% device functionality

Min. false negatives in vulnerability detection

TABLE 1. MOONSHOT SUCCESS PERFORMANCE CRITERIA AND METRICS.

People living with diabetes. Reduction in features or
freedom to tailor AID systems to user needs represents a
risk. The moonshot pipeline should not reduce the freedom
and safety of people with AID, in any way, as measured by
interviews with key representatives in T1D communities,
leaders calling for patient rights. The moonshot should not
lead to degradation in glycemic outcomes or user experience
during accelerated update cycles.

Regulatory burden. The Moonshot pipeline should not
increase ongoing regulator burden, as measured by regulator
feedback, interviews, and feedback during the FDA Medical
Device Development Tools (MDDT) review process [62].
The Moonshot should not increase other legal, regulatory,
compliance, or brand risk to incumbents, as measured by
interviews with incumbent executive leaders, adoption deci-
sions, and other regulator-stakeholder feedback (e.g., lever-
aging the International Medical Device Regulators Forum
(IMDREF)).

New AID technologies. The Moonshot pipeline should
not increase barriers to entry for new device manufacturers,
as measured by the voluntary use of the pipeline, reasonable
cost, its availability, and interviews with startup or new-
entry leaders. The moonshot should not reduce the tech-
nical freedom of future, potentially better, and disruptive
technologies. The moonshot is not intended to prescribe a
certain technical stack for future use in AID and/or aim to
become a required “standard.”

Incumbent business. The Moonshot should not result in
unplanned costs for participating medical device manufac-
turers. Voluntary participation should not result in long-term
cost increases or short-term business disruption. A signifi-
cant risk to undertaking and participating in this moonshot is
the risk of being penalized for discovering cybersecurity vul-
nerabilities in on-market products that result in unplanned
action that otherwise would not have been discovered. This
risk bears further discussion: see note below.

Note that risk assessment of a new vulnerability may
be irrational. A newly discovered vulnerability does not
necessarily increase the risk in the system. Rather, it reduces
the uncertainty about risk. Reducing uncertainty about risk
in a latent system should be considered a positive action.
Any improvement in the detection of vulnerabilities in a
system may cause a perceived increase in risk. While the
vulnerabilities should be addressed in the normal course
of producing software updates, the discovery of the new

vulnerability should not be considered a “new” risk. It
should not automatically trigger action on the part of the
medical device manufacturers. We therefore we believe that
replacing the vulnerability assessment and risk assessment
process with more rational, objective, and logically honest
approach must be the first step.

Milestones. While R&D is inherently unpredictable, we
suggest a three-year effort with milestones. Inherent in this
short timeline is an assumption that all technical solutions
exist and are (or will soon be) available as products. Year 0
Milestones: Stakeholder feedback report regarding moon-
shot design, success criteria, and incentive-aligned signals
of support. Research and development program designed
and funded at a level likely to achieve success. Year 1
Milestones: Postmarket cybersecurity decision model pub-
lished, MDDT proposal submitted. Business ROI model
published, with incumbent MDM feedback and current state
benchmarks (e.g., costs, timelines, and cybersecurity posture
of current testing pipelines). Moonshot success and mea-
surement model submitted for public stakeholder review
(e.g., American Diabetes Conference Scientific Sessions).
Technical demonstrations, pilots, and convening sessions
(e.g., hackathon-style conferences) demonstrate positive ini-
tial results; case studies submitted to academic conferences.
Year 2 Milestones: Prospective side-by-side trials of moon-
shot versus incumbent MDM current state pipelines. Trial
results submitted for publication. Year 3 Milestones: In-
tegration and adoption of moonshot pipelines. Integration
reports submitted for publication. Post-moonshot: Contin-
ued integration, measurement of outcomes, communication
of successes and failures.

4.1.2. Resources. Our order-of-magnitude assumption is
that this effort will primarily be performed by existing
vendors, and that the costs will be shared by the beneficia-
ries (e.g., incumbent MDMs), government (e.g., DARPA,
ARPA-H), and academic and scientific participation (e.g.,
NASEM). Many of the efforts required for the moonshot
are already underway. The DIGIHEALS, AIxCC [65], and
UPGRADE programs at DARPA and ARPA-H are all re-
lated to and intend to product outcomes that achieve some of
the moonshot goals. Nudge BG is developing an Automated
Insulin Delivery Interoperability Framework (AIDIF) to be
qualified as an MDDT [66]. The Nudge BG AIDIF is a sim-
ulator of clinical outcomes for type 1 diabetes, and it may



be a critical element of connecting safety risk assessment to
the moonshot pipeline.

The novelty—and resources needed—in the moonshot
is the composition of the solutions into a mission-focused
solution that manufacturers of cyber-physical systems could
adopt. We expect that the orchestration of the moonshot will
cost more than one million and less than ten million dol-
lars, with the assumption that directly related and ongoing
existing efforts at ARPA-H, DARPA, FDA, and other related
programs are sustained. Post-moonshot sustainability would
be achieved through an industry consortium model where
manufacturers fund the shared infrastructure.

4.2. Current State and Systemic Bottlenecks

The primary bottlenecks include: (1) Manual verification
and validation processes that require human experts to de-
sign test cases for each update; (2) Sequential regulatory re-
view where documentation preparation and FDA interaction
occur after technical validation is complete; (3) Fragmented
testing environments where cybersecurity, clinical safety,
and interoperability verification and validation occur in iso-
lation; and (4) Conservative risk assessment frameworks that
treat any software change as potentially introducing novel
failure modes requiring extensive re-validation.

These bottlenecks compound when addressing supply
chain vulnerabilities or newly discovered attack vectors.
The 2019 Medtronic MiniMed pump recall [29] exemplified
this challenge: despite the manufacturer’s ability to detect
potentially malicious wireless communications, the inability
to rapidly deploy patches left patients and providers with
no option beyond manual device replacement—a process
requiring months to complete.

4.3. Regulatory Innovation

The moonshot leverages existing FDA frameworks while
proposing novel approaches to medical device software reg-
ulation. The MDDT pathway [62] provides a mechanism
for pre-approving testing protocols and validation tools,
enabling manufacturers to achieve regulatory certainty while
dramatically reducing time-to-market for critical updates.

We believe that manufacturers adopting this approach
could achieve a greater return on investment within five
years through reduced regulatory compliance costs, faster
time-to-market for new features, and enhanced competitive
positioning. More critically, the ability to rapidly respond
to cybersecurity threats protects market position and patient
trust in an increasingly connected healthcare ecosystem.

The proposed framework also addresses perverse eco-
nomic incentives identified in Section 3.5 by creating clear
competitive advantages for manufacturers who invest in
rapid, secure update capabilities. Healthcare providers in-
creasingly prioritize cybersecurity in procurement decisions,
creating market demand for demonstrably secure and rapidly
updatable devices.

4.4. Technical Implementation and Innovation

The moonshot implementation centers on three technical
innovations that address fundamental Cyber Hard Problems
while advancing the state of medical device cybersecurity.

Digital Twin Validation Networks: High-fidelity digital
models of AID devices and physiological systems will en-
able exhaustive testing of software updates without requiring
physical hardware for every test scenario [67]. Digital twin
validation networks employ diverse modeling approaches
and independent implementations to minimize common-
mode failures, with disagreements triggering enhanced hu-
man review rather than automatic approval. When twins
disagree or both indicate potential issues, the system defaults
to existing manual validation processes, ensuring that au-
tomation accelerates only high-confidence scenarios. These
digital twins incorporate both device behavior models and
patient glucose dynamics, allowing validation of algorithmic
changes under thousands of simulated clinical conditions
within hours rather than weeks. This aligns with CHP3
(secure composition; Section 3.3) and CHPS (cyber-physical
systems; Section 3.8).

Cryptographic Update Provenance: Every software
update is cryptographically signed and timestamped, with
metadata including chain-of-custody information, creating
an immutable audit trail from code commit to patient de-
vice deployment. This addresses CHP4 (supply chain; Sec-
tion 3.4) and CHP7 (information provenance; Section 3.7)
concerns by increasing assurance and transparency together,
and later enabling rapid rollback capabilities if issues are
discovered post-deployment.

Adaptive Risk Assessment Algorithms: Machine
learning (ML) systems continuously analyze update patterns,
deployment outcomes, and threat intelligence to refine risk
classification models. Updates determined to be low-risk
based on historical data and automated testing can proceed
through accelerated pathways, while high-risk changes trig-
ger enhanced validation protocols. This aligns with CHP1
(risk assessment; Section 3.1).

4.5. Proposed Architecture: Continuous Verifica-
tion and Validation

Our proposed pipeline architecture transforms AID up-
dates from an episodic, manual process to a continuous, au-
tomated capability. The core innovation lies in pre-validated
testing frameworks that receive regulatory approval as Med-
ical Device Development Tools (MDDTs), enabling manu-
facturers to leverage pre-approved validation protocols for
rapid deployment of security and safety updates.

Automated Verification and Validation Engine: The
system employs ML/Al-assisted test generation and ex-
ecution, automatically creating comprehensive test suites
for each software modification [65], [68]. Machine mod-
els trained on historical AID device behavior patterns can
predict potential failure modes and generate targeted test
scenarios, reducing manual test design from weeks to hours.
This aligns with CHP9 (AI; Section 3.9).



Continuous Regulatory Alignment: Rather than se-
quential regulatory review, the pipeline maintains continuous
FDA alignment through pre-approved change control proto-
cols. Manufacturers submit software update categories and
associated testing protocols for upfront approval, enabling
automatic clearance for updates that fall within pre-validated
parameters. This aligns with CHPS (economic incentives;
Section 3.5).

Integrated Security and Safety Validation: The
pipeline incorporates real-time threat intelligence feeds and
automated penetration testing specifically designed for AID
attack vectors. This enables simultaneous validation of
cybersecurity measures and clinical safety requirements,
eliminating the traditional separation between security and
safety testing. Further developed, this capability can be
expanded to auto-discovery of software vulnerabilities and
auto-generation of patches. This aligns with CHP9 (AI;
Section 3.9).

Interoperability Assurance Framework: Automated
testing of device combinations and communication protocols
ensures that security updates do not introduce unexpected
interaction effects between CGMs, pumps, and mobile appli-
cations from different manufacturers. This aligns with CHP3
(secure composition; Section 3.3) and CHP10 (operational
security; Section 3.10).

5. Discussion

The temporal mismatch today between cyber threat
emergence (hours) and medical device software update cy-
cles (months) represents a fundamental weakness in our
healthcare cybersecurity infrastructure. Through systematic
analysis of automated insulin delivery (AID) systems against
the National Academies’ Cyber Hard Problems [1], we have
demonstrated that this medical technology domain offers a
uniquely advantageous proving ground for solving cyber-
security challenges that extend far beyond diabetes care.
AID offers life-critical stakes, engaged user communities,
established regulatory frameworks, and continuous device
interaction, creating an environment where cybersecurity
innovations can be rapidly developed, validated, and refined.

AID systems would demonstrate that life-critical med-
ical devices can achieve consumer-technology-like update
velocities without sacrificing safety or regulatory compli-
ance. This capability becomes increasingly essential as med-
ical devices become more and more connected and cyber
threats increasingly sophisticated.

While focused on AID technologies for people with
insulin-requiring diabetes, this moonshot establishes princi-
ples and infrastructure applicable across the medical device
ecosystem. Success in this domain would establish repli-
cable principles for rapid, secure software updates across
the broader medical device ecosystem and other safety-
critical cyber-physical systems, fundamentally reimagining
how medical device manufacturers can respond to cyber
threats while maintaining safety assurances.

The regulatory innovation pathway through Medical De-
vice Development Tools provides a concrete mechanism for

achieving this transformation without compromising patient
safety or existing compliance frameworks. Rather than re-
quiring radical shifts in organizational culture or massive
new investments, this approach leverages existing FDA pro-
cesses while introducing automation and intelligence that
can dramatically accelerate security response times. The
economic incentives align favorably: manufacturers gain
competitive advantages through faster feature deployment
and enhanced security postures, while healthcare systems
benefit from reduced cyber risk exposure and improved
device reliability.

5.1. Limitations

Our approach is tailored specifically to medical technol-
ogy, and does not consider the Cyber Hard Problems for
other scenarios. Instead, we use AID technology to offer a
concrete and illustrative mission problem that may aid the
broad issue of software understanding [8], [9]. We focus
on the process of patch/update development and testing but
provide only limited discussion of the challenges of the
installation; this latter step will also require innovation and
research [69]. Finally, our proposals for regulatory align-
ment focus on the United States; we leave extensions of the
argument to other parts of the world for future work.

This paper offers a framework and a starting position
meant to spark discussion. In one sense, it is an oversimplifi-
cation of the totality of challenges in the real world. We aim
to offer sufficient framing to elicit active participation from
experts with a variety of backgrounds (e.g., total system
reliability, formal methods, past cases of successful and
failed technology).

5.2. Conclusion

The cybersecurity challenges facing our healthcare in-
frastructure demand bold, coordinated action that transcends
traditional boundaries between industry, academia, and gov-
ernment. The automated insulin delivery (AID) ecosystem
offers an immediate opportunity to demonstrate that life-
critical medical devices can achieve consumer-technology-
like update velocities without sacrificing safety or regulatory
compliance. We call upon cybersecurity researchers, medical
device manufacturers, regulatory bodies, and the T1D com-
munity to embrace this moonshot as a path toward a more re-
silient and responsive healthcare cybersecurity posture. The
time for incremental improvements has passed: our digital
health infrastructure requires the transformational change
that only ambitious, focused collaboration can deliver.
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